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t UNDERSTAND HOW AN IEP IS SUPPOSED TO WORK.
= IDENTIFY SPECIAL EDUCATION PROBLEMS,

EFFECTIVELY ADVOCATE FOR PATIENTS WITH SPECIAL
EDUCATION PROBLEMS.

USE A “PRESCRIPTION PAD"™ TO HELP PATIENTS WITH
SPECIAL EDUCATION PRODLEMS.
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Take an IEP and call me in the

: Form letters to get started
Spring...

* Request an IEP
evaluation

* Request written copies
of evaluations

* Request school records

 Provide a diagnosis
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Introduction

Smart education professionals welcome information about their students from all relevant
sources, but they recognize that not all information is entitled to the same weight. How much
weight each bit of information should be given depends totally upon the circumstances and context.
Critical analysis, healthy skepticism, and asking relevant questions are must-have tools.

Information from medical providers often comes in the form of a directive. For example,
one day after school, Johnny breaks his ankle in a bicycling accident. He misses a few days, and
when he comes back, cast and all, he brings a note from his doctor that states: “Johnny may not
participate in weight-bearing PE activities until his cast comes off, which I anticipate to be in
approximately six weeks.” Most educational professionals would view this note as (a) easy to
understand; (b) easy to follow; and (c) completely within the physician’s “medical domain.”

But what about situations when the doctor’s message is not so easily cataloged as being
completely within the “medical domain”? Consider this scenario: Mary is a 12-year-old seventh-
grader with an undisputed diagnosis of ADHD. Her treating physician sends a letter, stating “In my
medical opinion, because of her attentional issues, Mary needs to have a planning agenda where she
can track her assignments. She should capture her assignments by writing in the agenda, and each
teacher should initial the agenda at the end of the class petiod to confirm that Mary has recorded
the assignment correctly” Although it states that this suggestion is based in the doctor’s “medical
opinion,” is what the doctor prescribes a “medical” treatment or an educational one? That’s the first
of many issues that a savvy educator will think about upon receipt of such a letter.

In this presentation, we will explore the rules applicable to communication between

educational and medical professionals', how that communication occurs, and discuss strategies that

! Note the choice of terminology. One way of moving past the intimidation factor of doctors is to characterize them
propetly. Doctors are professionals with their own area of expertise that is different from (but not better than) the
expertise of educators.
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will improve educators’ responses to physician directives. Those strategies should lead to better

communication between the professions and, thus, to better student outcomes.

The Intersection of FERPA and HIPAA

A good starting point in the quest for improved communication between educational and
medical professionals is to understand the federal laws that govern the disclosure of relevant
information. The focus here will be on the intersection between the two laws as opposed to an in-
depth discussion of both.

Relevant FERPA Basics

The Family Educational Rights and Privacy Act (20 US.C. § 1231g; 34 C.ER. Part 99) gives
parents (or eligible students) the right (a) to access a student’s educational records; (b) to seek
correction of those records if they contain false or misleading information; (c) to control (in many,
but not all, situations) the disclosure of information from those records. The term “educational
records” means those records that contain information directly related to a student and are
maintained by the educational agency or its agent.

One significant provision of FERPA allows school districts to disclose “directory
information”: name, address, email address, dates of attendance, grade level, participation in
officially recognized activities and honors, etc. Parents (and cligible students) must be given notice
of what a school district considers to be “directory information” and be given an opportunity to
prohibit the release of such information. Many districts in North Carolina comply by listing the
information in the Parent-Student Handbook distributed at the first of each school year.

FERPA also allows the disclosure of information educational records in connection with an
emergency if the information is necessary to protect the health or safety of the student or other
individuals. This exception is limited to the duration of the emergency. For purposes of today’s

presentation, the “health/safety emergency” rule will not be in play.
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Relevant HIPAA Basics

The Health Insurance Portability and Accountability Act of 1996 (42 US.C. § 1320d; 45
C.ER. Parts 160, 162, and 164) protects the privacy of “protected health information™ that resides in
the possession of “covered entities.”

A “covered entity” includes any health care provider, plan, or clearinghouse that transmits
health information clectronically (usually for reimbursement from governmental or private health
insurance plans). Thus, a school district could be considered a “covered entity” if it transmits health
information electronically (e.g., to obtain Medicaid reimbursement for related services).

“Protected health information” is defined in HIPAA's regulations as individually identifiable
health information regarding (a) an individual’s physical or mental health condition or status; (b) the
provision of health care to that person; () or payment issues relating to the provision of health
care for that individual. HIPAA specifically exempts from its purview and regulation information
contained in educational records that is governed by FERPA. Accordingly, medical and health
information in the typical student cumulative file is regulated under FERPA rather than HIPAA.

HIPAA prevents the disclosure of “protected health information” without written
authorization. For purposcs of this presentation, educational professionals should remember that
the burden for getting authorization to release “protected health information” rests with the medical
professional.?

Like FERPA, HIPAA has several exceptions to the requirement for written authorization.
‘The most relevant one for this discussion is the disclosure for “treatment” purposes. “Treatment” is
defined as the provision, coordination, or management of health care and related services by one or
more health care providers, including care coordination or management by a health care provider

with a third party.

2 This is a critical point to remember when working at the intersection of FERPA and HIPAA.
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Working at the Intersection of FERPA and HIPAA

When school staff receive letters or notes (or even “prescriptions”) from doctors, they often
fail to subject the communication to any meaningful critical analysis. To better serve their students,
this reticence must give way to better communication between medical and educational
professionals. The first step is understanding the procedural rules that apply at the intersection of
FERPA and HIPAA.

Take Johnny’s broken ankle example from above. The medical professional might not need
authorization under HIPAA to write her note to the school about prohibiting weight-bearing PE
activities if she views that communication as care coordination between herself (the “health care
provider”) and the school (“third party”). A key concept to remember in representing education
clients here is that the medical professional, and usually not the school, is responsible for complying
with HIPAA. Except in the very narrow instance where the school is acting as a “covered entity,” it
need worry only about FERPA compliance.

If the school staff had questions about Johnny’s ankle injury and his recovery, the most
straightforward approach is to obtain a two-way release/authorization from the parents that would
allow the educators and physicians to exchange information. (I have provided a sample two-way
authorization for the exchange of information with these materials). Obviously, if a parent signs the
authorization, then the threshold procedural niceties have been satisfied.

What if the parents won’t sign? Then, the first step is to determine if the parents asked the
district not to disclose FERPA directory information. That form should be maintained in the
student’s cumulative folder. If they did seek to prohibit release of directory information, then a
school district may be stymied unless one of the other FERPA exceptions apply. For the balance of
this discussion, I will assume that the parents placed no such restriction on directory information.

With that assumption in place, here are suggested procedural steps when deciding how to

respond to a doctor’s letter about a student:
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* Involve the relevant teachers and support professionals. Do not leave this to one educator.

* The first contact should almost always be in writing,

* If the doctor closed her letter with an invitation to contact her with any questions, make it clear
that you are accepting that invitation in the start of the letter.

For example: “We reccived your letter dated July 13th regarding Johnny Jones. At the close
of your letter, you invited us to contact you if we had questions, and that is the purpose of
this letter.”

* Written communication from the school should always show both in the body of the
document and in the “cc” line that the parent is being copied.

* Given that the parent did not give the district a two-way release, consider the following way of
dealing with consent and notice the parents:

“We assume that Johnny’s parents authorized you to continue to share informauon with us
given that your letter closes with an invitation to contact you with additional questions. As

you can tell, we are sending a copy of this letter to his parents. We greatly appreciate the
information that you might be able to provide.”

Analyzing the Medical Professional’s Communication

Before forming the response to the medical professional, school staff should carefully
analyze the communication. My goal in analyzing and perhaps responding to a communication from
a medical professional is to help the educational professionals realize that it is just another piece of
information. It may be a great, or it may not be worthy of attention. But educators should not
move forward without analyzing both the communication and (just as importantly) its context.
Moreover, given the unbelievable deference that society (including some judges) seem to give to
medical doctors, your school client must tread carefully — especially if litigation might be on the
horizon.

Here are the questions and issues that | suggest putting on your list (Obviously, you have to
tailor the questions to the particulars of the communication):

 How does what the medical professional describe compare to what the educators experience

with the student at school on a daily basis? If what the doctor describes “rings true,” then the
communication may be entitled to more weight.
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If it does not “ring true.” is the doctor describing something that the educators should have
seen at school? If the communication seems significantly at odds with what the staff
experiences with the student, look for reasons that might explain the doctor’s statements.

If the condition was something that should have been observable only at particular times (e.g.,

after lunch), make sure you are asking the right teachers about it. If it is an all-day issue, then
ask all the teachers.

The school works with the student for about 6.5 hours per day (at least). That’s over 30 hours
per week. How much time has the doctor spent with the student? How many office visits
have there been in the current academic year? Or is this a situation where the contact with the
doctor is largely by telephone?

Is the doctor’s communication clear and understandable? If it is handwritten, are you certain
about what each word is? (It’s a problem.) Once you have identified the words, do they make
sense? Doctors can be just as guilty as the rest of us for failing to communicate clearly. If the
note is filled with medical jargon, you might need clarification of its meaning before you can
determine if it fits what you sce at school.

Can the reader tell who provided the “history” portion of the report? A solid medical report
will clearly inform the reader of the source of each piece of information. For example, rather
than saying that Johnny has been diagnosed with PTSD, the better statement would be that Dr.
Monica Merit of Mercy Medical Group diagnosed Johnny with PTSD in 2005. Often, the
parents serve as the source of the medical “history” without attribution. Determine whether 1t
is important to ask about that. I’ve encountered medical reports that make incorrect and
harmful statements about school issues without attribution. Educational professionals should
not be afraid to politely but firmly set the record straight in writing and to ask the medical
professional about the source of that information.

Are the statements, suggestions, ot directives in the communication “medical,” “educational,”
or somewhere in the murky in-between? In the example above, telling the school that Johnny
should not have weight-bearing PE activities while his broken ankle heals certainly sounds like
it lies in the “medical” column. By contrast, the following suggestion is most certainly not a
“medical” statement despite the doctor’s language: “It is my medical opinion that Johnny be
placed on a 504 plan by your school district. I belicve he will be best served by at home
schooling by a dedicated tutor that can better work with the requirements of
neurorchabilitation.”

How well has the school staff done its job of documenting its work with the student? How
confident are they as a team in making sound educational decisions?

Did the doctor close with an invitation to “Please feel free to contact me if you have any
questions”’?

What are the pros and cons of contacting the doctor for clarification or more information?

Will a judge look unkindly on a district’s failure to follow-up on the doctor’s invitation “to
contact me if you have any questions™?
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If the matter might be headed to litigation, how will it look if you contacted the doctor
without prior parental authorization? (Remembet, the school district would not be disclosing
anything other than directory information under FERPA.) Does the physician’s invitation to
contact him imply consent from the parents (because the doctor presumably is acting as the
parents’ agent on this topic)?

If the school district decides to contact the doctor, who is the best person to do that in

writing? If you ulimately need to have a verbal exchange of informaton, who is in the best
position to handle that task?

When you review the draft of the letter back to the doctor, can you (and more importantly, can
the educators) explain the relevance of each question you ask?

For each question that you intend to ask, consider how the educators can and should respond
to the various answers those questions will gencrate.

Contacting the Medical Professional for More Information

Once the decision is made to contact the medical professional for additional information or

clarification, an educational professional (and her school attorney) should proceed as if every step

will be scrutinized by a reviewing judge. Here are suggested points to consider:

Should the contact be oral or in writing? [ strongly believe that written communication is far
better — especially at the beginning. When issues arc placed in writing, there can be no
misunderstanding about what someone said or how a problem was described.

Every “rule” has its exception: If the doctor has provided a handwritten document and you
are not completely certain about what the words are, call his office and get someone to tell you
what it says. Read it back to the office staffer, and confirm that you have it right.

Make sure every word and cvery thought in the school’s letter is professional and relevant.

Start the letter by acknowledging the communication and thanking the medical professional for
her input: “Thank you very much for your letter dated July 14th concerning Mary Merit, which
we received yesterday.”

Next, if the medical professional put in the “please contact me if you have questions™ line, tell
them that you are accepting the invitation: “In your letter, you kindly invited us to contact you
with any questions we might have, and that is the purpose of this letter.”

Make your questions relevant. For example, do not ask a question about how many times the
student has seen the doctor and for what period of time unless you conclude that it might be
productive to compate and contrast the amount of time the doctor has spent with the student
with the amount of time education professionals spend with the student.

If the medical professional mentions medication changes, consider asking what the changes
are, when were they made, what change in the student would the doctor expect to occur by
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virtue of the medication change, and what the education professionals should be watching for.
Again, ask these questions only if the answers are relevant to your decision-making process.

Consider whether to ask the medical professional to chime in on information that the
educators have but that the parent might have kept from the doctor. For example, the doctor’s
letter tells you that a child is too sick to come to school and needs homebound instruction, but
you know that the child is traveling frequently out of state to visit family. What are the pros
and cons of asking the doctor about her thoughts on why the student might be too sick to
come to school but still be able to travel for non-medical reasons?

Put your questions/requests for information in a numbered list. That helps the educators and
reviewing judges to match the school’s questions to the doctor’s response.

Toward the close of the letter, put in a statement that reminds the medical professional that the
educational professionals have tons of experience with this student and that the information
she provides will assist them in making edneational decisions. Here is one suggested form: “As
you probably know, Mary has been a student here since 2005, and we have a wealth of
experience with her. We always believe that additional information might lead us to make even
better educational decisions for Mary.”

Thank the medical professional again for her input, and note that you are sending a copy of the
letter to the parent: “Thank you again for your letter and your willingness to provide this
requested clarification. Please note that we are sending a copy of this letter to Mary’s parents.”

After you finished the draft, review it for simplicity, brevity, and clarity.

Look over it again to confirm that the letter does not make an unauthorized disclosure of
student information protected by FERPA.

Consider who should sign the letter on behalf of the school district. My default is usually the
school psychologist. It should be the person who is in the best position (a) to conduct any
verbal discussions with the doctor or her staff and/or (b) to explain the thinking behind the
questions and the meaning of any responses to a third-party like a reviewing judge.

Conclusion

Medical professionals can be indispensable partners with education professionals in the

never-ending quest for improving student services and outcomes. Educators need to understand

that the information that doctors provide can be helpful but that it should not automatically control

their educational decisions for the student. Asking questions that have been thoroughly considered

in advance is often the most direct way of testing information from medical professionals —

especially in situations where the school suspects that the parents are pushing their child’s doctor to

dictate a specific educational course that differs from the school’s.
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My own closing invitation: Feel free to reach out to me if you have these issues. If you have faced

them in the past, let me know because I continue to collect information and additional examples

James G. Middlebrooks
6135 Park South Drive, Suite 510

Chatlotte, North Carolina 28210
—— =8 704.385.7267

Ml DDLEBI!}IQOKS LAW gil@middlebooksesq.com

WWW. ncspeclaledlaw.com
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L Introduction

The purpose of this guidance is to explain the relationship between the Famil ] j
and Privac)f Act (FERPA) and the Health Insurance Porll:zbility and Accoumgbfl‘g;‘i‘;z’to:fa ; ;gghls
(HIPAA) Privacy R.ule, and to address apparent confusion on the part of school administrators
health care professionals, and others as to how these two laws apply to records maintained on ’
students. It also addresses certain disclosures that are allowed without consent or authorization
unf:ler both laws, especially those related to health and safety emergency situations. While this
gu:dancg seeks to answer many questions that school officials and others have had about the
intersection of these federal laws, ongoing discussions may cause more issues to emerge. Contact
mt:ormation for submitting additional questions or suggestions for purposes of informing future
guidance is provided at the end of this document. The Departments of Education and Health and
Human Services are committed to a continuing dialogue with school officials and other
professionals on these important matters affecting the safety and security of our nation’s schools.

i1 Overview of FERPA

FERPA is a Federal law that protects the privacy of students’ “education records.” (See 20 U.S.C. §
1232g; 34 CFR Part 99). FERPA applies to educational agencies and institutions that receive funds
under any program administered by the U.S. Department of Education. This includes virtually all
public schools and school districts and most private and public postsecondary institutions, including
medical and other professional schools. If an educational agency or institution receives funds under
one or more of these programs, FERPA applies to the recipient as a whole, including each of its
components, such as a department within a university. See 34 CFR § 99.1(d).

Private and religious schools at the elementary and secondary level generally do not receive funds
from the Department of Education and are, therefore, not subject to FERPA. Note that a private
school is not made subject to FERPA just because its students and teachers receive services from a
local school district or State educational agency that receives funds from the Department. The
schoo! itself must receive funds from a program administered by the Department to be subject to
FERPA. Forexample, if a school district places a student with a disability in a private school that is
acting on behalf of the school district with regard to providing services to that student, the records
of that student are subject to FERPA, but not the records of the other students in the private school.
In such cases, the school district remains responsible for complying with FERPA with respect to the
education records of the student placed at the private school.

An educational agency or institution subject to FERPA may not have a policy or practice of
disclosing the education records of students, or personally identifiable information from education
records, without a parent or eligible student’s written consent. See 34 CFR § 99.30. FERPA
contains several exceptions to this general consent rule. See 34 CFR § 99.31. An “eligible student”
is a student who is at least 18 years of age or who attends a postsecondary institution at any age.

See 34 CFR §§ 99.3 and 99.5(a). Under FERPA, parents and eligible students have the right to
inspect and review the student’s education records and to seek to have them amended in certain
circumstances. See 34 CFR §§ 99.10 — 99.12 and §§ 99.20 - 99.22.

The term “education records” is broadly defined to mean those records that are: (1) directly related
to a student, and (2) maintained by an educational agency or institution or by a party acting for the



agency or insti%ution. See 34 CFR § 99.3. At the elementary or secondary level, a student’s health
records, including immunization records, maintained by an educational agency or institution subject
to FERPA, as well as records maintained by a school nurse, are “education records” subject to

F. ERPA.. In addi}ion, records that schools maintain on special education students, including records
on services provided to students under the Individuals with Disabilities Education Act (IDEA), are
“education records” under FERPA. This is because these records are (1) directly related to a

student, (2) maintained by the school or a party acting for the school, and (3) not excluded from the
definition of “education records.”

At postsecondary institutions, medical and psychological treatment records of eligible students are
excluded from the definition of “education records” if they are made, maintained, and used only in
connection with treatment of the student and disclosed only to individuals providing the treatment.
See 34 CFR § 99.3 “Education records.” These records are commonly called “treatment records.”
An eligible student’s treatment records may be disclosed for purposes other than the student’s
treatment, provided the records are disclosed under one of the exceptions to written consent under
34 CFR § 99.31(a) or with the student’s written consent under 34 CFR § 99.30. If a school
discloses an eligible student’s treatment records for purposes other than treatment, the records are
no longer excluded from the definition of “education records” and are subject to all other FERPA
requirements.

The FERPA regulations and other helpful information can be found at:
http://www.ed.gov/policy/pen/guid/fpco/index.himl.

1. Overview of HIPAA

Congress enacted HIPAA in 1996 to, among other things, improve the efficiency and effectiveness
of the health care system through the establishment of national standards and requirements for
electronic health care transactions and to protect the privacy and security of individually identifiable
health information. Collectively, these are known as HIPAA’s Administrative Simplification
provisions, and the U.S. Department of Health and Human Services has issued a suite of rules,
including a privacy rule, to implement these provisions. Entities subject to the HIPA4
Administrative Simplification Rules (see 45 CFR Parts 160, 162, and 164), known as “covered
entities,” are health plans, health care clearinghouses, and health care providers that transmit health
information in electronic form in connection with covered transactions. See 45 CFR § 160.103.
“Health care providers” include institutional providers of health or medical services, such as
hospitals, as well as non-institutional providers, such as physicians, dentists, and other practitioners,
along with any other person or organization that furnishes, bills, or is paid for health care in the
normal course of business. Covered transactions are those for which the U.S. Department of Health
and Human Services has adopted a standard, such as health care claims submitted to a health plan.
See 45 CFR § 160.103 (definitions of “health care provider” and “transaction”) and 45 CFR Part
162, Subparts K-R.

The HIPAA Privacy Rule requires covered entities to protect individuals® health records and other
identifiable health information by requiring appropriate safeguards to protect privacy, and setting
limits and conditions on the uses and disclosures that may be made of such information without
patient authorization. The rule also gives patients rights over their health information, including
rights to examine and obtain a copy of their health records, and to request corrections.



IV.  Where FERPA and HIPAA May Intersect

When a school provides health care to students in the normal course of business, such as through its
health clinic, it is also a “health care provider” as defined by HIPAA. 1f a school also conducts any
covered transactions electronically in connection with that health care, it is then a covered entity
under HIPAA. As a covered entity, the school must comply with the H/P44 Administrative
Simplification Rules for Transactions and Code Sets and Identifiers with respect to its transactions.
However, many schools, even those that are H/PAA covered entities, are not required to comply
with the HIPAA Privacy Rule because the only health records maintained by the school are
“education records” or “treatment records™ of eligible students under FERPA, both of which are
excluded from coverage under the HIPAA Privacy Rule. See the exception at paragraph (2)(i) and
(2)(ii) to what is considered “protected health information™ (PHI) at 45 CFR § 160.103. In addition,
the exception for records covered by FERPA applies both to the H/PAA Privacy Rule, as well as to
the HIPAA Security Rule, because the Security Rule applies to a subset of information covered by
the Privacy Rule (i.e., electronic PHI). Information on the H/PAA Privacy Rule is available at:
http://www.hhs.gov/ocr/hipaa/, Information on the other H/IPAA Administrative Simplification
Rules is available at: http://www.cms.hhs.gov/HIPAAGenlnfo/.

V. Frequently Asked Questions and Answers
1. Does the HIPAA Privacy Rule apply to an clementary or secondary school?

Generally, no. In most cases, the HIPAA Privacy Rule does not apply to an elementary or
secondary school because the schoo! either: (1) is not a HIPAA covered entity or (2) is a HIPAA
covered entity but maintains health information only on students in records that are by definition
“education records” under FERPA and, therefore, is not subject to the H/PAA Privacy Rule.

. The school is not a HIPAA covered entity. The HIPAA Privacy Rule only applies to health
plans, health care clearinghouses, and those health care providers that transmit health
information electronically in connection with certain administrative and financial
transactions (“covered transactions™). See 45 CFR § 160.102. Covered transactions are
those for which the U.S. Department of Health and Human Services has adopted a standard,
such as health care claims submitted to a health plan. See the definition of “transaction” at
45 CFR § 160.103 and 45 CFR Part 162, Subparts K-R. Thus, even though a school
employs school nurses, physicians, psychologists, or other health care providers, the school
is not generally a HIPAA covered entity because the providers do not engage in any of the
covered transactions, such as billing a health plan electronically for their services. It is
expected that most elementary and secondary schools fall into this category.

J The school is a HIPAA covered entity but does not have “protected health information. "
Where a school does employ a health care provider that conducts one or more covered
transactions electronically, such as electronically transmitting health care claims to a health
plan for payment, the school is a H/PAA covered entity and must comply with the HIPAA
Transactions and Code Sets and Identifier Rules with respect to such transactions. However,
even in this case, many schools would not be required to comply with the HIPAA Privacy
Rule because the school maintains health information only in student health records that are
“education records” under FERPA and, thus, not “protected health information” under



HIPAA. Because student health information in education records is protected by FERPA,
the HIPAA Privacy Rule excludes such information from its coverage. See the exception at
paragraph (2)(i) to the definition of “protected health information” in the HIPAA Privacy
Rule at 45 CFR § 160.103. For example, if a public high school employs a health care
provider that bills Medicaid electronically for services provided to a student under the /DEA,
the school is a HIPAA covered entity and would be subject to the HIPAA requirements
concerning transactions. However, if the school’s provider maintains health information
only in what are education records under FERPA, the school is not required to comply with
the HIPAA Privacy Rule. Rather, the school would have to comply with FERPA 's privacy
requirements with respect to its education records, including the requirement to obtain
parental consent (34 CFR § 99.30) in order to disclose to Medicaid billing information about
a service provided to a student.

2. How does FERPA apply to health records on students maintained by elementary or
secondary schools?

At the elementary or secondary school level, students’ immunization and other health records that
are maintained by a school district or individual school, including a school-operated health clinic,
that receives funds under any program administered by the U.S. Department of Education are
“education records™ subject to FERPA, including health and medical records maintained by a school
nurse who is employed by or under contract with a school or school district. Some schools may
receive a grant from a foundation or government agency to hire a nurse. Notwithstanding the
source of the funding, if the nurse is hired as a school official (or contractor), the records maintained
by the nurse or clinic are “education records” subject to FERPA.

Parents have a right under FERPA to inspect and review these health and medical records because
they are “education records” under FERPA. See 34 CFR §§ 99.10 — 99.12. In addition, these
records may not be shared with third parties without written parental consent unless the disclosure
meets one of the exceptions to FERPA’s general consent requirement. For instance, one of these
exceptions allows schools to disclose a student’s health and medical information and other
“education records™ to teachers and other school officials, without written consent, if these school
officials have “legitimate educational interests” in accordance with school policy. See 34 CFR §
99.31(a)(1). Another exception permits the disclosure of education records, without consent, to
appropriate parties in connection with an emergency, if knowledge of the information is necessary
to protect the health or safety of the student or other individuals. See 34 CFR §§ 99.3 1(a)(10) and
99.36.

3. Does FERPA or HIPAA apply to elementary or secondary school student health
records maintained by a health care provider that is not employed by a school?

If a person or entity acting on behalf of a school subject to FERPA, such as a school nurse that
provides services to students under contract with or otherwise under the direct control of the school,
maintains student health records, these records are education records under FERPA, just as they
would be if the school maintained the records directly. This is the case regardless of whether the
health care is provided to students on school grounds or off-site. As education records, the
information is protected under FERPA and not HIPAA.



Some outside parties provide services directly to students and are not employed by, under contract
to, or ot.herwise acting on behalf of the school. In these circumstances, these records are not
“education records” subject to FERPA, even if the services are provided on school grounds, because
the party creating and maintaining the records is not acting on behalf of the school. For example,
the records created by a public health nurse who provides immunization or other health services to
students on school grounds or otherwise in connection with school activities but who is not acting
on behalf of the school would not be “education records” under FERPA. In such situations, a
§chool that wishes to disclose to this outside party health care provider any personally identifiable
information from education records would have to comply with FERPA and obtain parental

consent. See 34 CFR § 99.30.

With respect to HIPAA, even where student health records maintained by a health care provider are
not education records protected by FERPA, the HIPAA Privacy Rule would apply to such records
only if the provider conducts one or more of the H/PAA transactions electronically, e.g., billing a
health plan electronically for his or her services, making the provider a H/PAA covered entity.

4. Are there circumstances in which the HIPAA Privacy Rule might apply to an
elementary or secondary school?

There are some circumstances in which an elementary or secondary school would be subject to the
HIPAA Privacy Rule, such as where the school is a HIPAA covered entity and is not subject to
FERPA. As explained previously, most private schools at the elementary and secondary schaol
levels typically do not receive funding from the U.S. Department of Education and, therefore, are
not subject to FERPA.

A school that is not subject to FERPA and is a HIPAA covered entity must comply with the H/PAA
Privacy Rule with respect to any individually identifiable health information it has about students
and others to whom it provides health care. For example, if a private elementary school that is not
subject to FERPA employs a physician who bills a health plan electronically for the care provided
to students (making the school a H/PAA covered entity), the school is required to comply with the
HIPAA Privacy Rule with respect to the individually identifiable health information of its patients.
The only exception would be where the school, despite not being subject to FERPA, has education
records on one or more students to whom it provides services on behalf of a school or school district
that is subject to FERPA. In this exceptional case, the education records of only those publicly-
placed students held by the private school would be subject to FERPA, while the remaining student
health records would be subject to the HIPAA Privacy Rule.

S. Where the HIPAA Privacy Rule applies, docs it allow a health care provider to
disclose protected health information (PHI) about a troubled teen to the parents of the
teen?

In most cases, yes. If the teen is a minor, the HIPAA Privacy Rule generally allows a covered entity
to disclose PHI about the child to the child’s parent, as the minor child’s personal representative,
when the disclosure is not inconsistent with state or other law. For more detailed information, see
45 CFR § 164.502(g) and the fact sheet regarding personal representatives at:
http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf. In some cases, such as when
a minor may receive treatment without a parent’s consent under applicable law, the parents are not
treated as the minor’s personal representative. See 45 CFR § 164.502(g)(3). In such cases where



the parent is not the personal representative of the teen, other HIPAA Privacy Rule provisio

allow the disc'losure of PHI about the teen to the parent. For example, if a p:)"oviderpbelievle:s thI:etlzen
presents a serious danger to self or others, the H/PAA Privacy Rule permits a covered entity to
dgsclose P!:Il to a parent or other person(s) if the covered entity has a good faith belief that: (1) the
disclosure is necessary to prevent or lessen the threat and (2) the parent or other person(s) is
reasgnably able to prevent or lessen the threat. The disclosure also must be consistent with
applicable law and standards of ethical conduct. See 45 CFR § 164.5 12G)(1)(1).

In addition, the Privacy Rule permits covered entities to share information that is directly relevant to
the involvement of a family member in the patient’s health care or payment for care if, when given
the opportunity, the patient does not object to the disclosure. Even when the patient is not present
or it is impracticable, because of emergency circumstances or the patient’s incapacity, for the
covered entity to ask the patient about discussing his or her care or payment with a family member,
a covered entity may share this information with the family member when, in exercising
professional judgment, it determines that doing so would be in the best interest of the patient. See
45 CFR § 164.510(b).

6. Where the HIPAA Privacy Rule applies, does it allow a health care provider to disclose
protected health information (PHI) about a student to a school nurse or physician?

Yes. The HIPAA Privacy Rule allows covered health care providers to disclose PHI about students
to school nurses, physicians, or other health care providers for treatment purposes, without the
authorization of the student or student’s parent. For example, a student’s primary care physician
may discuss the student’s medication and other health care needs with a school nurse who will
administer the student’s medication and provide care to the student while the student is at school.

7. Does FERPA or HIPAA apply to records on students at health clinics run by
postsecondary institutions?

FERPA applies to most public and private postsecondary institutions and, thus, to the records on
students at the campus health clinics of such institutions. These records will be either education
records or treatment records under FERPA, both of which are excluded from coverage under the
HIPAA Privacy Rule, even if the school is a HIPAA covered entity. See the exceptions at
paragraphs (2)(i) and (2)(ii) to the definition of “protected health information” at 45 CFR § 160.103.

The term “education records” is broadly defined under FERPA 1o mean those records that are: (1)
directly related to a student and (2) maintained by an educational agency or institution or by a party
acting for the agency or institution. See 34 CFR § 99.3, “Education records.”

“Treatment records” under FERPA, as they are commonly called, are:

records on a student who is eighteen years of age or older, or is attending an institution of
postsecondary education, which are made or maintained by a physician, psychiatrist,
psychologist, or other recognized professional or paraprofessional acting in his professional
or paraprofessional capacity, or assisting in that capacity, and which are made, maintained,
or used only in connection with the provision of treatment to the student, and are not
available to anyone other than persons providing such treatment, except that such records



cla{n.be personally reviewed by a physician or other appropriate professional of the student’s
choice.

See 20 U.S.C. § 1232g(a)(4)(B)(iv); 34 CFR § 99.3, “Education records.” For example, treatment
records would include health or medical records that a university psychologist maintains only in
connection with the provision of treatment to an eligible student, and health or medical records that
the campus health center or clinic maintains only in connection with the provision of treatment to an
eligible student. (Treatment records also would include health or medical records on an eligible
student in high school if the records otherwise meet the above definition.)

“Treatment records” are excluded from the definition of “education records” under FERPA.
However, it is important to note, that a school may disclose an eligible student’s treatment records
for purposes other than the student’s treatment provided that the records are disclosed under one of
the exceptions to written consent under 34 CFR § 99.31(a) or with the student’s written consent
under 34 CFR § 99.30. If a school discloses an eligible student’s treatment records for purposes
other than treatment, the treatment records are no longer excluded from the definition of “education
records” and are subject to all other FERPA requirements, including the right of the eligible student
to inspect and review the records.

While the health records of students at postsecondary institutions may be subject to FERPA, if the
institution is a HIPAA covered entity and provides health care to nonstudents, the individually
identifiable health information of the clinic’s nonstudent patients is subject to the H/PAA Privacy
Rule. Thus, for example, postsecondary institutions that are subject to both FIPAA4 and FERPA and
that operate clinics open to staff, or the public, or both (including family members of students) are
required to comply with FERPA with respect to the health records of their student patients, and with
the HIPAA Privacy Rule with respect to the health records of their nonstudent patients.

8. Under FERPA, may an eligible student inspect and review his or her “treatment
records”?

Under FERPA, treatment records, by definition, are not available to anyone other than professionals
providing treatment to the student, or to physicians or other appropriate professionals of the
student’s choice. However, this does not prevent an educational institution from allowing a student
to inspect and review such records. If the institution chooses to do so, though, such records are no
longer excluded from the definition of “education records” and are subject to all other FERPA
requirements.

9. Under FERPA, may an eligible student’s treatment records be shared with parties
other than treating professionals?

As explained previously, treatment records, by definition, are not available to anyone other than
professionals providing treatment to the student, or to physicians or other appropriate professionals
of the student’s choice. However, this does not prevent an educational institution from using or
disclosing these records for other purposes or with other parties. If the institution chooses to do so,
a disclosure may be made to any party with a prior written consent from the eligible student (see 34
CFR § 99.30) or under any of the disclosures permitted without consent in 34 CFR § 99.31 of
FERPA.



For example, a university physician treating an eligible student might determine that treatment
records §hould be disclosed to the student's parents. This disclosure may be made if the eligible
studer'lt is claimed as a dependent for federal income tax purposes (see 34 CFR § 99.31(a)8)). If
the eligible student is not claimed as a dependent, the disclosure may be made to parents, as well as
other appropriate parties, if the disclosure is in connection with a health or safety emergency. See
34 CFR §§ 99.31(a)(10) and 99.36. Once the records are disclosed under one of the exceptions to
FERPA's general consent requirement, the treatment records are no longer excluded from the

definition of “education records” and are subject to all other FERPA requirements as “education
records” under FERPA.

10.  Under what circumstances does FERPA permit an eligible student’s treatment records
to be disclosed to a third-party health care provider for treatment?

An eligible student’s treatment records may be shared with health care professionals who are
providing treatment to the student, including health care professionals who are not part of or not
acting on behalf of the educational institution (i.e., third-party health care provider), as long as the
information is being disclosed only for the purpose of providing treatment to the student. In
addition, an eligible student’s treatment records may be disclosed to a third-party health care
provider when the student has requested that his or her records be “reviewed by a physician or other
appropriate professional of the student’s choice.” See 20 U.S.C. § 1232g(a)(4)(B)(iv). In cither of
these situations, if the treatment records are disclosed to a third-party health care provider that is a
HIPAA covered entity, the records would become subject to the HIPAA Privacy Rule. The records
at the educational institution continue to be treatment records under FERPA, so long as the records
are only disclosed by the institution for treatment purposes to a health care provider or to the
student’s physician or other appropriate professional requested by the student.

If the disclosure is for purposes other than treatment, an eligible student’s treatment record only

may be disclosed to a third party as an “education record,” that is, with the prior written consent of
the eligible student or if one of the exceptions to FERPA’s general consent requirement is met. See
34 CFR § 99.31. For example, if a university is served with a court order requiring the disclosure of
the mental health records of a student maintained as treatment records at the campus clinic, the
university may disclose the records to comply with the court order in accordance with the

provisions of § 99.31(a)(9) of the FERPA regulations. However, the mental health records that the
university disclosed for non-treatment purposes are no longer excluded from the definition of
“education records” and are subject to all other FERPA requirements as “education records” under
FERPA.

11.  Are all student records maintained by a health clinic run by a postsecondary
institution considered “treatment records” under FERPA?

Not all records on eligible students that are maintained by a college- or university-run health clinic
are treatment records under FERPA because many such records are not made, maintained, or used
only in connection with the treatment of a student. For example, billing records that a college- or
university-run health clinic maintains on a student are “education records” under FERPA, the
disclosure of which would require prior written consent from the eligible student unless an
exception applies. See 34 CFR § 99.30. In addition, records relating to treatment that are shared
with persons other than professionals providing treatment to the student are “education records”
under FERPA. Thus, to the extent a health clinic has shared a student’s treatment information with



persons and for purposes other than for treatment, such information is an “education record,” not a
treatment record under FERPA.

12, goes‘th;RPA or HIPAA apply to records on students who are patients at a university
ospital?

Patfem records maintained by a hospital affiliated with a university that is subject to FERPA are not
typically “education records” or “treatment records” under FERPA because university hospitals
generally do not provide health care services to students on behalf of the educational institution.
Rather, these hospitals provide such services without regard to the person’s status as a student and
not on behalf of a university. Thus, assuming the hospital is a H/PAA covered entity, these records
are subject to all of the HIPAA rules, including the HIPAA Privacy Rule. However, in a situation
where a hospital does run the student health clinic on behalf of a university, the clinic records on
students would be subject to FERPA, either as “education records” or “treatment records,” and not
subject to the HIPAA Privacy Rule.

13.  Where the HIPAA Privacy Rule applics, does it permit a health care provider to
disclose protected health information (PHI) about a patient to law enforcement, family
members, or others if the provider believes the patient presents a serious danger to self
or others?

The HIPAA Privacy Rule permits a covered entity to disclose PHI, including psychotherapy notes,
when the covered entity has a good faith belief that the disclosure: (1) is necessary to prevent or
lessen a serious and imminent threat to the health or safety of the patient or others and (2) isto a
person(s) reasonably able to prevent or lessen the threat. This may include, depending on the
circumstances, disclosure to law enforcement, family members, the target of the threat, or others
who the covered entity has a good faith belief can mitigate the threat. The disclosure also must be
consistent with applicable law and standards of ethical conduct. See 45 CFR § 164.512(j)(1)(i).

For example, consistent with other law and ethical standards, a mental health provider whose
teenage patient has made a credible threat to inflict serious and imminent bodily harm on one or
more fellow students may alert law enforcement, a parent or other family member, school
administrators or campus police, or others the provider believes may be able to prevent or lessen the
chance of harm. In such cases, the covered entity is presumed to have acted in good faith where its
belief is based upon the covered entity’s actual knowledge (i.e., based on the covered entity’s own
interaction with the patient) or in reliance on a credible representation by a person with apparent
knowledge or authority (i.e., based on a credible report from a family member or other person). See
45 CFR § 164.512(j)(4).

For threats or concerns that do not rise to the level of “serious and imminent,” other HIPAA Privacy
Rule provisions may apply to permit the disclosure of PHI. For example, covered entities generally
may disclose PH! about a minor child to the minor’s personal representative (e.g., a parent or legal
guardian), consistent with state or other laws. See 45 CFR § 164.502(b).

14. Does FERPA permit a postsecondary institution to disclose a student’s treatment
records or education records to law cnforcement, the student’s parents, or others if the
institution believes the student presents a serious danger to self or others?



An elig{ble student’s education records and treatment records (which are considered education
rgcords if used or made available for any purpose other than the eligible student’s treatment) may be
disclosed, without consent, if the disclosure meets one of the exceptions to FERPA’s general
consent rule. See 34 CFR § 99.31. One of the permitted disclosures is to appropriate parties, which
may include law enforcement or parents of a student, in connection with an emergency if

!mqw}edge of the information is necessary to protect the health or safety of the student or other
individuals. See 34 CFR §§ 99.31(a)(10) and 99.36.

Ther? are other exceptions that apply to disclosing information to parents of eligible students that
are discussed on the “Safe Schools & FERPA™ Web page, as well as other information that should
be helpful to school officials, at:

http://www.ed.gov/policy/gen/guid/fpco/ferpa/safeschools/index.html/.

15.  Are the health records of an individual who is both a student and an employee of a

university at which the person receives health care subject to the privacy provisions of
FERPA or those of HIPAA?

The individual's health records would be considered “education records” protected under FERPA
and, thus, excluded from coverage under the HIPAA Privacy Rule. FERPA defines “education
records” as records that are directly related to a student and maintained by an educational agency or
institution or by a party acting for the agency or institution. 34 CFR § 99.3 (“education records™).
While FERPA excludes from this definition certain records relating to employees of the educational
institution, to fall within this exclusion, such records must, among other things, relate exclusively to
the individual in his or her capacity as an employee, such as records that were created in connection
with health services that are available only to employees. Thus, the health or medical records that
are maintained by a university as part of its provision of health care to a student who is also an
employee of a university are covered by FERPA and not the HIPAA Privacy Rule.

16.  Can a postsecondary institution be a “hybrid entity” under the H/PAA Privacy Rule?

Yes. A postsecondary institution that is a HIPAA covered entity may have health information to
which the Privacy Rule may apply not only in the health records of nonstudents in the health clinic,
but also in records maintained by other components of the institution that are not education records
or treatment records under FERPA, such as in a law enforcement unit or rescarch department. In
such cases, the institution, as a HIPAA covered entity, has the option of becoming a “hybrid entity”
and, thus, having the HIPAA Privacy Rule apply only to its health care unit. The school can achieve
hybrid entity status by designating the health unit as its “health care component.” As a hybrid
entity, any individually identifiable health information maintained by other components of the
university (i.e., outside of the health care component), such as a law enforcement unit, or a research
department, would not be subject to the HIPAA Privacy Rule, notwithstanding that these
components of the institution might maintain records that are not “education records” or treatment
records under FERPA.

To become a hybrid entity, the covered entity must designate and include in its health care
component all components that would meet the definition of a covered entity if those components
were separate legal entities. (A covered entity may have more than one health care component.)
However, the hybrid entity is not permitted to include in its health care component other types of
components that do not perform the covered functions of the covered entity or components that do
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not perform support activities for the components performing covered functions. That is,
components that do not perform health plan, health care provider, or health care clearinghouse
fungtxons and components that do not perform activities in support of these functions (as would a
bu.smess associate of a separate legal entity) may not be included in a health care component.
Within the hybrid entity, most of the H/PAA Privacy Rule requirements apply only to the health
care component, although the hybrid entity retains certain oversight, compliance, and enforcement
obligations. See 45 CFR § 164.105 of the Privacy Rule for more information.

VL. Conclusion

The HIPAA Privacy Rule specifically excludes from its coverage those records that are protected by
FERPA. When making determinations as to whether personally identifiable information from
student health records maintained by the educational agency or institution may be disclosed, school
officials at institutions subject to FERPA should refer to FERPA and its requirements. While the
educational agency or institution has the responsibility to make the initial, case-by-case
determination of whether a disclosure meets the requirements of FERPA, the Department of
Education’s Family Policy Compliance Office is available to offer technical assistance to school
officials in making such determinations.

For quick, informal responses to routine questions about FERPA, school officials may e-mail the
Department at FERPA@ed.gov. For more formal technical assistance on the information provided
in this guidance in particular or FERPA in general, please contact the Family Policy Compliance
Office at the following address:

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Ave. S.W.
Washington, D.C. 20202-8520

You may also find additional information and guidance on the Department’s Web site at:
http://www.ed.gov/policy/gen/guid/fpco/index.html.

For more information on the HIPAA Privacy Rule, please visit the Department of Health and
Human Services' HIPAA Privacy Rule Web site at: http://www.hhs.gov/ocr/hipaa/. The Web site
offers a wide range of helpful information about the HIPAA Privacy Rule, including the full text of
the Privacy Rule, a HIPAA Privacy Rule summary, over 200 frequently asked questions, and both
consumer and covered entity fact sheets.

In addition, if you would like to submit additional questions not covered by this guidance document
or suggestions for purposes of informing future guidance, please send an e-mail to

OCRPrivacy@hhs.gov and FERPA@ed.gov.
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CONSENT TO EXCHANGE STUDENT INFORMATION

Date of Consent: Expiration (one year from signature):

Student Name (Jast, first, middle): DOB:

Reason for Request and Means of Communication: The reason for this request is to aid in present
and future educational planning and decisions. This consent authorizes employees and agents of the
Smith County Board of Education and to exchange records (as described
below) and to engage in a verbal exchange of information relating to those records and their content.

Specific Information to be Exchanged: (Circle as Appropriate)

All Student Records Treatment records Other:
Special Education Records Psychiatric Evaluation

Report Cards Psychological Evaluation

Other: Medical information

Authorization for Exchange of Information and Acknowledgement:

It is my understanding that the exchange of information will be used in the educational planning for the
student named above. | hereby authorize the employees and/or agents of the Smith County Board of
Education to release to and to discuss with the persons/entities named above the information named
above. | also hereby authorize the above listed source to release to and to discuss with the employees
and/or agents of the Smith County Board of Education the information specified above for the student
listed above. This may include, but is not necessarily limited to, (1) all medical records or other
information regarding the treatment and/or patient care for all psychological, medical, and/or physical
conditions; (2) information about how any past or present medical condition affects ability to complete
tasks and activities of daily living in and around the school setting, including but not limited to classroom,
gymnasium, and playground. | acknowledge this to be a valid consent under both the Family Educational
Rights and Privacy Act as well as the Health Insurance Portability and Accountability Act of 1996. |
understand that | am not required to sign this authorization. | have a right to inspect and obtain a copy
of any information disclosed. | authorize the use of fax, photocopy, and e-mail of this form for the
exchange of information described on this form. | understand that this authorization, except for action
already taken, may be voided at any time. Notification to revoke consent must be in writing. If no
expressed revocation is issued, this authorization will expire one year form the date indicated after.my
signature or upon the following date, event, or condition:

| have had the opportunity to have this form explained to me and have my questions answered. | have
been offered a copy of this form, and | agree to the two-way exchange of information.

Signature of parent/guardian/student (if over |8):
Date:

Signature of witness: Date:




